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ABSTRACT

Recently, ICT companies do not directly design, develop, produce, operate, maintain, and dispose of products and
services, but are outsourced or outsourced companies are increasingly in charge. Attacks arising from this are also increasing
due to difficulties in managing vulnerabilities for products and services in the process of consignment and re-consignment. In
order to respond to this, standards and systems for security risk management of ICT supply chain are being established and
operated overseas, and various case studies are being conducted. In addition, research is being conducted to solve supply
chain security problems such as Software Bill of Materials (SBOM). International standardization organizations such as ISO
have also established standards and frameworks for security of ICT supply chain. In this paper, we presents ICT supply
chain security management items suitable for domestic situation by comparing and analyzing ICT supply chain security
standards and systems developed as international standards with major countries such as the United States and EU, and
explains the necessity of cyber security framework for establishing ICT supply chain security system.
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3.3 NIST SP800-171
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Table 1. Recommendations Mapped to Key Practices

Integr
ate
across
the
organi
zation

Estab
lish a
formal
progr
am

Know

e your
critical
supplie

18

Under
stand
your
supply
chain

Closely
collab
orate
with
your
key
suppli
ers

indude
key
supdlier
in your
resilien
ce and
inmprov

activity

relation
ship

for the
lifecyd

Establish supply chain risk councils to include
executives from across the organization

v

Create explicit collaborative roles, structures,
and processes for supply chain, cybersecurity,
product security, and physical security
functions

Increase board involvement in C-SC
RM through regular risk discussions
and sharing of measures of performa
nce

Integrate cybersecurity
considerations into the system and
product life cycle

Clearly define roles and responsibilities for
security — aspects of  specific  supplier
relationships

Use master requirements lists and
SLAs to establish requirements with
suppliers

Propagate security requirements to
suppliers sub-suppliers

Train key stakeholders in  your
organization and within the suppliers
organization

Terminate supplier relationships
with security in mind

Use the Criticality Analysis Process
Model or BIA to determine supplier
criticality

Establish visibility into your
suppliers’ production processes

Know if your data and infrastructure
are accessible to suppliers
sub-suppliers

Mentor and coach suppliers to
improve their cybersecurity
practices

Require the use of the same standards
within both acquirer and supplier
organizations

Use acquirer assessment questionnaires to
influence acquirer s cybersecurity
requirements

Include key suppliers in incident
response, business continuity, and
disaster recovery 657 plans and
tests

Establish protocols for vulnerability
disclosure and incident notification
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Establish protocols for communications
with  external stakeholders during
incidents

Collaborate on lessons learned and
update joint plans based on lessons
learned

Use third-party assessments, site visits,
and formal certification to assess critical
suppliers

Have plans in place for supplied
product obsolescence

Table 2. Recommendations to Key Government

Framework

NIST
SP
800161

NIST
IR
7622

2015
Case
study

2019
Case
study

CSF

SO/
IEC
27002

IS0/
IEC
27036

IS0/
IEC
20243

Establish supply chain risk councils to include
executives from across the organization

v

Create explicit collaborative roles, structures,
and processes for supply chain, cybersecurity,
product security, and physical security
functions

Increase  board involvement in
C-SCRM  through  regular risk
discussions and sharing of measures
of performance

Integrate cybersecurity
considerations into the system and
product lifecycle

Clearly define roles and responsibilities for
security  aspects of  specific  supplier
relationships

Use master requirements lists and
SLAs to establish requirements with
suppliers

Propagate security requirements to
suppliers’ sub-suppliers

Train key stakeholders in  your
organization and within the supplier's
organization

Terminate supplier relationships
with security in mind

Use the Criticality Analysis Process
Model or BIA to determine supplier
criticality

Establish visibility into your
suppliers’ production processes

Know if your data and infrastructure
are accessible to suppliers’
sub-suppliers

Mentor and coach suppliers to
improve their cybersecurity practices

Require the use of the same standards
within  both acquirer and supplier




1202 ICT 5% Hebl& 2 =993 nja §4

organizations

Use acquirer assessment questionnaires to

influence acquirer's cybersecurity v
requirements

Include key suppliers in incident

response, business continuity, and

P v v Vv v v Vv v

disaster recovery 657 plans and
tests

Establish protocols for vulnerability Y
disclosure and incident notification

Establish protocols for communications

with  external stakeholders during v N v v v v
incidents

Collaborate on lessons learned and

update joint plans based on lessons v v v v v N4 v
learned

Use third-party assessments, site visits,
and formal certification to assess critical N
suppliers

Have plans in place for supplied J
product obsolescence

v ol vV

dl

VI 2ol ®gtsh ICT 222 ot 22| #2

ol Fl'U'-
iRy
=2
>
rr
S,
=
>
M
1
=
aQ
H

E
=)
=4
o
-0,
-

AT AR, AR SE Faske] Slell 43t

5 de] FEL AAsteA &
of, g, AR vIse] SP800-1613 =A%
ISO/IEC 27036-3¢l 2/H=lells &5} o
3l mgket.

U S 13 ICT 3% ¥eke] 35
A A, FFRARS, BelR FRE A
AL 22702 o] Fe14 itk NIST SP800-161

% f

nki r[o

A9 BAES ICT AF 2 Anjz=e] 7,
F ARG, A S Hubd o ek
AR, AIAIR R-ola) Aol T kel
SAEE JAE AdRsta A *l 01] HekA]
3_:['-3].: Exﬂz‘ﬂ-io] %}‘_—. 1:].7(40] o]r/} ;{-Xﬂ_gz__
ISO/IEC 27036-3 A <lA= /H=kal 354 1
VYA FRlel oje BAYERD FAsel, FHY 0
b olsfgAAe} ellibel el AAIRE 8ARkE %
e EAskA o vl gt

Slellr] AFe dAHES ¥k 5 ICT 3%
Wk W] 1T 5L ofe] HoA AT

HB o
T

HN o @ wl ofd

=

Table 3. Propose ICT supply chain security management items suitable for domestic

Division Large category Medium Category NIST SP 800-161 ISO 27036-3
Design and System Fiesign : SA-3 6.4.3
development System ¥mpleme.ntat10n : SA-8 6.4.5

Develop | security System integration and testing SA-11 6.4.3

ment Security check SA-12 6.4.3 & 6.4.6
Environmental Acc.ess control : PE-6 6.3.5
security IT infrastructure security AC & CM 6.2.2

Source code management CM-10 6.3.5
Release, Release [R-6 & SC-4 & SI-2 6.4.7
kaging and - & AC-22

Supply gzﬁvery Packaging SA-12 6.4.7

and security Delivery AC-18 & AC21 & 6.4.7

mainten AU-10 & TA-5

ance Carry-in/out control PE-3 6.3.5
Installation and | Installation and distribution control | CM-8 6.4.7
maintenance Task management MP-6 & PE-3 6.4.3
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Malntenz.ince contract and AC-21 & PL-2 6.4.10
cooperation
Update version and pattern CM-5 & AU-12 6.3.5
Support lifecycle management IA-4 & SA-3 6.4.10
Equipment and parts SA-18 6.4.10
replacement
Disposal Carry-in/out control PE-3 6.4.11
P Data deletion and destruction SA-19 & MP-6 6.4.11
Supply chain Risk analysis and evaluation RA-3 6.3.4
security risk s . .
management Vulnerability diagnosis SA-15 6.3.4
Estabhshmentu Supply chain security policy PL-1 & PV-1 611
of supply chain establishment
security Supply Chaln Security PV-3 N/A
management Organization
base Supply Chain Security Budget N/A N/A
Busmgss plan Defn}e supply chain security PS-1 & SA-9 611
establishment requirements
ffmd . Deﬁr.le supply chain security SA-192 6.4.6
Manage implementation requlre.)ments :
ment ?Estabh'sh a 1self—securlty N/A N/A
Selecting a inspection plan
Product and Service Selection PV 6.2.3 & 6.3.2
company and Security Requirements
signing a . ) PV 6.1.1
Compliance Agreement
contract p . - .
Termination and Expiration of
IR-4 6.4.11
Contract
Training and Security Inspection | AT-1 6.24 & 6.4.6
Business Contract compliance management SA-12 6.4.6
management Inspection SA-12 6.46 & 6.4.8
Supply chain security verification SA-12 6.4.6 & 6.4.8
CQHSlgnment/Se Outsourcing security SA-9 6.3.2
rvice
vill. 2 g 2 IT Bet 9159 gz A7) gir}. wet
A B ZEAS 24 PN APLAEL
A2, vF, BU 59 BHEAE 10T 3% 37k Agsha oo B¢ & ot neihae] 2
FAe W3] A3l FFH Beks HF AR B L317] wjelch
E e 2 =9 aE FEIa g AlE gl Fel] WIWE] HAEE SW o] E A
Al E8)E 98k lf‘f4 A 2 AxvEE A £ 53 A SWE §-Hzd o) HAse FFY
Ealw glon B, WAs SR S Al wlnE A Awa] aHE, A 5 3
olef wiz} A= 3?7} AdelAl 7193 24 A = AEEES UEe] Htde] IFE AFE, 7
2" FF TS of9A FHEk A M| ~E o] 83k 37 viele] d sl o] F FH,
A Wk pRlo] a3k XA ot} CPS/IoT 7+ Akl &-&l4 Security By Design
$A, A AARCR FE Bk IS 93 A of ZAMA FAALL A BT Fro} vEe],
Al g o) YT 5 glE 24 AAE FAE ICT 334 2ok 58 AA Aol 3Hel|xe] <
of F3shs Y A8 9T Besk Ak o] AN wFY Pt ol
£ 10T TR B4 thpstn 24E 22 ® QP E VI, EUSH SAERS] 10T 37
b EASe FAMNE Mol 24 Aol mekl % ek AR, 9F A3 1ES Avsha v
A FEol Aestu Hepy Amelt wel a4 wAst] Fuhel AR TFY Mk LTARE =



1204 ICT &5 BHeob7|& 2 Zd3l9)= v &4

Eohe WS A A, ICT 359 A References

W7l W] iAol wpale oleks) Hekatal A

Ay 55 yHIEE u, BE FHY HY & (1) KISA, “Cyber Threat Trend Report’,
TAREE 25T 4 9le A 21 uheiA Jul. 2018

249 T g3 e AAE HWYs]) BAs, ZA) (2) Hyo-hyeon Son, Kwang-jun Kim and
How Eag Awnlde] st} Man-hee Lee, “US supply chain securit

s A FEel AFsie
IoT9}t CPS 34 9x

Aol s mebg A %%01 7Hg Fastet
28 Hdaﬂ—t— Al 3 ek 71E kel Erkel)

Aol Beoleh, o sls) ¥ mal
ISO/IEC 27036, ISO/IEC 202435-%

(Clol=aial) APt Tjge], AlgE (2ot Aw
2], AnlE AxAle] AntE A, 2EFd 2=z}
22 A4s) % WY A1F vhie] Bash,
53], Al FoAREA e FFEE 1CT
A3 BeAAE TEskn B
g A 7|Hk wiEde] 3 g3t}
T mxmm %

o‘j] =E}

o‘_}/\g 7415,_;q]
of 3k,
°1Z(CC ISMS)%%

el

Z2 A

AT SW,

718 Rt d st SW°ﬂ e A571E3 HW
[e)

Bl el ERolAl S8 wAsh] S 7)ol
folnr} B gt
B Rl Aie 10T 3w e vl
T, f, FAREAA 27she e 2RS4
% wAa, SWEFY B E 98 SWE

(SBOM, Software Bill of Materials) wWell
sl d7-sk el Aoln, FF Anlo] stz Mk
3 A=A AE7)Eol A3 AFE AldYste] sl=s)
o] ERo|E gA|sh= WhS 7T oot}

y management system analysis.”, Jour
nal of the Korea Institute of Informati
on Security & Cryptology, 29(5), pp. 1
089-1097, Oct. 2019

Eung-kyu Lee and Jung-duk Kim, A
Case Study on ICT Supply Chain
Attacks.”, The Journal of Information
Technology and Architecture, 16(4),
pp. 383-396, Dec, 2019

MITRE, “Supply Chain Attack Framew
ork and Attack Patterns’, Dec. 2013
Office of the Under Secretary of
Defense for Acquisition & Sustainment,
“Supply Chain  Attack  Pattern
Framework and Catalog’, 2014

MITRE, ‘Supply Chain Attacks and
Resiliency Mitigations.”, Oct. 2017
National Institute of Standards and
Technology, “Framework for Improving
Critical

version 1.0

Infrastructure Cybersecurity.
, Feb. 2014

National Institute of Standards and
Technology, “Framework for Improving

Critical Infrastructure Cybersecurity.
version 1.1", Apr. 2018

National Institute of Standards and
Technology,” Supply Chain  Risk
Management  Practices for Federal
Information Systems and
Organizations”  Special  Publication
800-161, Apr. 2015

National Institute of Standards and
Technology, Supply Chain
Risk Management Practices for Federal
Information Systems” IR 7622, Oct. 2012
National Institute of Standards and

“Notional

Technology, “Managing Information

Security Risk Organization, Mission,



AR R 583 =wA] (2020, 12)

1205

(15]

and Information System View Special
Publication 800-39, Mar. 2011
National Institute of Standards and
Technology, Controlled
Unclassified Information in Nonfederal
Systems and Organizations’ Special
Publication 800-171 revision 2, Feb. 2020
National Institute of Standards and
Technology, Security
Requirements for Federal Information
Federal
Standards

“Protecting

“‘Minimum

and Information Systems’
Information Processing
Publication 200, Mar. 2006

National Institute of Standards and

Technology, “Security and Privacy
Controls for Federal Information
Systems and Organizations” Special

Publication 800-53, Apr. 2013
National Institute of Standards and

Technology, “Assessing Security
Requirements for Controlled
Unclassified Information” Special

Publication 800-171A, Jun. 2018
European Cyber Security Organisation,

“Overview of existing Cybersecurity
standards and certification schemes
v2", Dec. 2017

International Standard, — Information

security for supplier relationships —

Part 1: Overview and concepts’,
ISO/IEC 27036-1, Apr. 2014
International Standard, — Information
security for supplier relationships —
Part 2! Requirements’, ISO/IEC
27036-2, Aug. 2014

International Standard, — Information

security for supplier relationships —
Part 3: Guidelines for information and
communication technology supply chain

security’, ISO/IEC 27036-3, Nov. 2013
International Standard, — Information
security for supplier relationships

Part 4: Guidelines for security of cloud
services’, ISO/IEC 27036-4, Oct. 2016

International Standard, “Information
technology — (O-TTPS) — Mitigating
maliciously tainted and counterfeit

products — Part 1: Requirements and

recommendations’, ISO/IEC 20243-1,
Feb. 2018

International Standard, ‘Information
technology — Mitigating maliciously

tainted and counterfeit products -—
Part 2: Assessment procedures for the
O-TTPS and ISO/IEC 20243-1:2018",
ISO/IEC 20243-2, Jan. 2018

Office of the Under Secretary of Defens
e for Acquisition & Sustainment, ‘DFA
RS 252.204-7012 Defense Industrial Ba
se Compliance Information”, Nov. 2011
European Cyber Security Organisation,
“European Cyber Security Certification
A Meta-Scheme Approach v1.0", Dec.
2017

National Institute of Standards and
Technology, “Workshop Brief on Cyber
SCRM Standards Mapping’

National Institute of Standards and
Technology, Institute  of
Standards and Technology, “Workshop
Brief on Cyber SCRM Standards
Mapping(Draft)” , IR 8276, Feb. 2020
https://www.ncsc.gov.uk/collection/sup
ply-chain-security/principles-supply-ch
ain-security

UK Cabinet Office, “Supplier Assurance
Guide”,

“National

Framework: Good Practice

May.2018



1206 ICT 3% BaiE 2 Zdds]=a vlal 34

(M RE290)

"l A & (Seong-Hyun Min) 34

20209 29 Zrddsta A5 st 4

20204 3Y~&A: At F5e 7t} A
(A Ro}ly ZF Hol o] ERo] &4 /AR R I &Mydata &

4 7 3 (Kyung-Ho Son) 4134

20159 8Y: AMdddign #5eg-sty vhalEs

20019 1€9~20184 8Y: gh=rle A& A/ Alel 4
20184 9 ~&A: A g wS

(FAEeR)  ToT/CPSESE, Hokd A1d-ql%, /AR w4 & Mydata &84



